©2020 Published in 8t International Symposium on Innovative Technologies in
Engineering and Science 23-25 October 2020 (ISITES2020 Bursa - Turkey)
https://doi.org/10.33793/acperpro.03.01.60

ACADEMIC

. PLATFORM
True - Random Number Generator Based on Image Histogram

“ISerkan Dereli
"IBilgisayar Teknolojileri ve Programlama Boliimii, Sakarya Uygulamali Bilimler Universitesi, Sakarya, Tiirkiye

Abstract

It is the non-repetitive distribution that makes the random numbers important in artificial intelligence
techniques, cryptology, transferring a real environment to the virtual world and many more
applications. Since the source of true random numbers consists of data from the physical world, the
same number chain is never produced. In this study, images taken from the outside world were used as
the source of randomness. The resulting image was first converted into an 8-bit gray image, and then
the histogram of this gray image was revealed. As is known, an image histogram shows the color
distribution in that image. In this study, the color distribution resulting from the histogram has been
converted into a random distribution between 0 and 1. As a result, it was observed that the resulting
distribution of numbers overlapped with histogram. Since the distribution of the numbers depends on
the ratio of the pixels and the ratio of the pixels on the image obtained, the result is a real random
number sequence.
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1. Introduction

Randomness is widely used in different fields of science as well as in all areas of life. Especially
it is one of the most fundamental subjects of computer engineering because this is extremely
important in simulation [1], cryptography [2], virtual reality [3], numeric analysis [4] and
computer networks [5]. For example a random number in cryptography; it should be safe,
unpredictable and have good statistical properties [6]. Because, random numbers have an
important place in all processes of key generation, initial vector generation, authentication and
password generation [7]. In order to meet this need, the scientific world has focused on random
number generation and has realized random number generation in two different ways, true and
pseudo-numbers [8].
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Figure 1. Pseudo Random Number Generator Flow Chart

Pseudo-random numbers (Fig. 1) are developed from a certain initial value with the help of a
mathematical model. Since the initial value is constant, the number loop returns to the beginning
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after a certain step, so it repeats in the generated numbers. Therefore, if there is a possibility of
such a risk to occur, the initial value is changed to change the number sequence [9]. True random
numbers are generated by transforming physical quantities obtained from a noise source called
entropy. The quality and statistical characteristics of these numbers, which are mostly
unpredictable, depend entirely on the source of noise [10]. While it is an advantage that the so-
called pseudo random numbers can be produced easily and quickly and do not need any
equipment; predictable and repetition possibilities stand out as their disadvantages [11]. On the
contrary, the generation of true random numbers requires hardware and is a challenging process,
but they are extremely difficult to predict. Therefore, their reliability is extremely high [12].
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Figure 2. True Random Number Generator Flow Chart

Random numbers have been studied frequently, as they are a popular subject and needed in many
disciplines. Koyuncu et al. have realized a new design that generates a real random number based
on ANN-Ring for FPGA device. The design also used the VHDL language and 32-bit floating
point numbers as numbers [13]. Tuna and Fidan conducted a research study on the importance of
chaotic systems in random number generation. In their research, they revealed the comparison
between classical methods and FPGA-based methods [14]. Yakut and Ozer have developed a
system that generates a hybrid random number consisting of a deterministic part and an
additional input based on the Keccak algorithm. They subjected the numbers they produced to
NIST and autocorrelation tests and analyzed the properties of the numbers statistically [15]. They
have realized a real random number generator design inspired by human movements. With a
mobile application they developed for this purpose, they transformed the information they
received from the GPS and acceleration sensors on the mobile device used by the individual into
a series of numbers. Finally, they subjected them to XOR processing to statistically improve the
numbers they obtained [16].

In this study, histogram holding the number of each pixel in an image is used as the source of
entropy. The values obtained by the image histogram are mapped to values between 0 and 1 with
a certain algorithm. Thus, the desired random number is obtained. In this study, the image
histogram obtained from 8-bit images was used in testing.

2. Materials and Method
In this study, the image histogram has been used to obtain random numbers. Histogram contains
the color distribution information in an image and is used as a basic image processing technique

in many studies [17]. It does this by detecting the value of each pixel according to the bit value of
the image and keeping it in an array and the resulting sequence is illustrated in the histogram
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chart. Image histogram is frequently used in many areas from cryptography [18] to image
enhancement, from statistical properties of the image to image compression [19].
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Figure 3. Sample image and its histogram chart

Figure 3 shows a sample image and its histogram graph of this image. According to the graph,
the image is 8-bit, so the pixel value range is in the range of 0 to 255. Since this range is also an
expression of color tones, it means the distribution of tones according to colors in the chart. It is
the horizontal axis that shows this color information in the chart. The vertical axis shows the
number of pixels. In this study, pixel numbers in the 0-255 range were scaled to 0-1 and
converted into random numbers.
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Figure 4. Flow chart the process
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Figure 4 shows the true random number generation stages created within the scope of this study.
The first four stages consist of basic image processing steps. In step 5, mapping is performed
according to the pixel range.

Randompgx—Randompy,in

C =

Pixelpymax—Pixelnin (1)
The coefficient formula shown in Equation 1 is used for scaling. The pixel value is multiplied by
this coefficient and mapped to the [0-1] range. In fact, the coefficient formula reveals a dynamic
range and determines the range [0-1] according to the maximum and minimum pixel values.
Therefore, a pixel value in the [0-255] range is not always the same number in the range [0-1].

3. Results
In this study, the true random value generation in the range of [0-1] takes place according to the

histogram values obtained from an image. The conversion to the value range of [0-1] is
performed directly, without any further processing on the histogram values.
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Figure 5. True random numbers obtained

The values shown in Figure 5 have been obtained by mapping the image histogram obtained in
Figure 3 to the range [0-1]. With a good look at Figure 5, it is clear that the graph created by the
random values obtained corresponds exactly to the histogram curve.

Another important issue in random value generation is the distribution of numbers. Figure 6
shows the distribution ratios of the numbers obtained in this study. In this figure, a sample
distribution of 256 numbers obtained with Matlab also appears. While the ratios of the values
obtained with Matlab are close to each other, there are big differences between the ratios of the
values obtained in this study. This situation is all about the technique of generating random
numbers. Because, while the values obtained with Matlab are pseudo random numbers, the values
produced within the scope of this study are true random numbers.
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Figure 6. Distribution of true random numbers

Figure 7 shows the comparison of the true random numbers obtained within the scope of this
study and the pseudo-random numbers obtained by Matlab in terms of distribution. It is clear that
the image obtained in Figure 7 is parallel to the ratios obtained in Figure 6.
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Figure 7. Distribution comparison of random numbers

As a result, true random numbers may not have a normal distribution because they are generated
in the frame of data obtained by hardware. This situation does not cause any negativity in the use
of random numbers. On the contrary, it is an expected situation. However, if the distribution is
desired to be more regular, there are algorithms developed for this and called "finishing”. The
most widely used of these are the XOR [20] and Von Neuman algorithms [21].

Conclusions

In this study, the histogram curve obtained from the images, which is one of the most
fundamental topics in image processing, is taken as an entropy source used to generate true
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random numbers in the range of [0-1]. For this, the pixel value range in the image is mapped to
the value range [0-1] by means of a mathematical formula. No post-processing has been applied
to the random numbers obtained and they have been accepted directly. For this reason, the
distribution of random numbers exactly overlaps with the histogram curve. In the result section,
the distribution and value ranges analysis of the true random numbers generated were performed
and additionally compared with the pseudo-random numbers generated by Matlab. It was clearly
seen that the pseudo-random numbers generated by Matlab have a normal distribution, and the
distribution of the true random numbers produced within the scope of this study is related to the
data from the entropy source.
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